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DISA DIRECT
PKI/CAC REGISTRATION AND LOG IN FAQS

Frequently Asked Questions
DISA Direct Public Key Infrastructure/
Common Access Card (PKI/CAC) Registration and Log in
Please Note:
Internet Explorer (IE) is the recommended browser for certificate registration and log in to DISA Direct.

GENERAL INFORMATION
Q:
What is a CAC and how does it relate to software certificates and PKI?
Q:
Where can I obtain a CAC?
Q:
My certificate is expired. How do I receive a new one?
Q:
My certificate is revoked. How do I receive a new one?
Q:
If I don't have my CAC available, can I still log in to the DISA Direct?
CAC REGISTRATION
Q:
How do I register a CAC?
Q:
I am presented with more than one certificate in the Client Authentication window; which one do I select?
Q:
My certificate does not show up in the Client Authentication window, what do I do?
Q:
The Client Authentication window does not appear after clicking "Register Certificate."  How do I resolve this?
CAC LOG-IN
Q:
How do I log in using a CAC?
Q:
The Client Authentication window does not appear after clicking "Log in with CAC."  How do I resolve this?
Q:
I registered my CAC, but receive an error message when attempting to log in.  What do I do?
ERROR MESSAGES
Q:
I was redirected to a "Page cannot be displayed" URL.  What could be the cause?
Q:
I see an error page indicating that an error has occurred with my CAC log in.  What does this mean?
Q:
After placing my CAC in the reader, I get the following message:  “You have three (3) attempts to correctly enter your Personal Identification Number for your CAC.”  Why am I receiving this message?
If your question is not included in this list of FAQs, please contact DISA Direct Team at (618) 229-8971/8804, DSN 779.

GENERAL INFORMATION 
(Back to Top)
What is a CAC and how does it relate to software certificates and PKI?
The Common Access Card (CAC) is a Department of Defense (DoD) smart card (credit card-size device that contains one or more integrated circuits) initiative currently underway across the Agency.  The CAC will serve as the following:  Standard ID card for active-duty military personnel (to include the Selected Reserve), DoD civilian employees, and eligible contractor personnel; principal card used to enable physical access to buildings and controlled spaces; principal card used to enable computer network and system access; and primary platform for the PKI authentication token.  A CAC will contain a user's software certificate, which is a computer-generated record that ties the user’s identification with the user’s public key in a trusted bond.  The certificate contains the following (at a minimum):  Identity of the issuing Certification Authority, identity of the user, and the user’s public key.  A Public Key Infrastructure (PKI) provides an electronic framework (i.e., software and a set of rules and practices) for secure communication and transactions between organizations and individuals.  A PKI is based on asymmetric encryption and digital signatures technologies.
Where can I obtain a CAC?
See your Local Security Officer.
My certificate is expired.  How do I receive a new one?
Each certificate has a validity period after which it expires.  This period is set when the certificate is written to your CAC.  Contact your local Security Officer.
My certificate is revoked.  How do I receive a new one?
Your card may have been reported lost, stolen, or compromised.  Contact your local Security Officer.

If I don't have my CAC available, can I still log in to the DISA Direct?
Yes; you may log in to the DISA Direct using your DISA Direct User ID and password.
Note:  If you do not have a User ID and password, select the Registration link on the DISA Direct Home Page and sign up.  For further support contact (618) 229-8971/8804 or DSN 779-8971/8804.
CAC REGISTRATION 
(Back to Top)
How do I register a CAC?
Using IE, access the DISA Direct Home Page (https://www.disadirect.disa.mil) and select “CAC Registration” under the “Log In” Section.

I am presented with more than one certificate in the Client Authentication window; which one do I select?
Some users may find more than one certificate available for selection.  This scenario may occur if a user's CAC has recently expired, and the user was issued an updated certificate.  The expired certificate will remain stored in the browser's list of available certificates, and therefore, display in the Client Authentication window.  To determine the validity of each certificate, highlight one of the certificates from the list displayed in the Client Authentication window (click on the certificate name) and click “View Certificate.”  The details of the certificate will include the expiration date.  To remove a certificate from displaying in the Client Authentication window, go to Tools --> Internet Options --> Content --> Certificates, select the appropriate certificate, and click "Remove."
Note:  If the incorrect certificate was inadvertently deleted, it will automatically re-install once the CAC is placed in the reader.
My certificate does not show up in the Client Authentication window, what do I do?
This may be due to one of the following reasons:  your certificate is not installed/registered through the ActivCard Gold Utilities; your certificate has never been used with the web browser before; your certificate is un-trusted by the DISA Direct Web Server; or your browser or CAC reader is configured incorrectly.  If your certificate was not installed on this machine, please contact your local help desk support.  If your certificate has not been used by a web browser on this machine, enter your CAC into the reader to import your software certificate into the browser.  If your certificate is un-trusted by the DISA Direct Web Server, contact the DISA Direct Team (618) 229-8971/8804, DSN 779.
Note:  If you are attempting to register a software certificate, your certificate must be imported into the browser.  To enter a software certificate within IE, go to Tools --> Internet Options --> Content --> Certificates --> Import and follow the wizard to find and import your certificate.  To enter a software certificate within Netscape (7.0 or later), go to Edit --> Preferences --> Privacy & Security  --> Certificates --> Manage Certificates --> Import and follow the instructions to import your certificate.  To download the Root CA Certificate into Netscape, visit the DoD Class 3 PKI website and follow the provided instructions:  http://dodpki.c3pki.chamb.disa.mil/rootca.html.
The Client Authentication window does not appear after clicking "Register Certificate."  How do I resolve this?
You may need to close the active browser window(s) and open a new one to attempt the process again.  This scenario will occur when a user has cancelled out of a portion of the registration process.  The browser will store a previous selection in its cache, which will require the user to clear the cache before making a different selection.
CAC LOG IN 
(Back to Top)
How do I log in using a CAC?
Using IE, access the DISA Direct Home Page at (https://www.disadirect.disa.mil).  Select the appropriate certificate from the Client Authentication window, and enter your PIN when prompted.  Click “Log In” on the DISA Direct Home Page.
Note:  If you are trying to register your certificate, please follow the directions under “How do I register a CAC?”
The Client Authentication window does not appear after entering the DISA Direct URL.  How do I resolve this?
You may need to close the active browser window(s) and open a new one to attempt the process again.  This scenario will occur when a user has cancelled out of a portion of the registration process.  The browser will store a previous selection in its cache, which will require the user to clear the cache before making a different selection.
I registered my CAC, but receive an error message when attempting to log in.  What do I do?
Previously, software certificates were stored directly in a user's web browser.  The more recent DoD CAC initiative eliminates this need by providing the user with a mobile certificate stored directly on their Card.  During this transition period, some users will find they have two separate certificates from which to choose.  A user might inadvertently register their local certificate instead of their CAC certificate in DISA Direct.  However, DISA Direct will allow a user to register only one certificate at a time; subsequent certificate registrations will preempt a previous registration.  For example, if a user has an active software certificate stored in their browser and attempts to register it through DISA Direct, they will not be able to register an additional certificate (i.e., their CAC) without overriding the previous certificate's registration.  In order to avoid this scenario, it is suggested to use a CAC for all DISA Direct access.
ERROR MESSAGES 
(Back to Top)
I was redirected to a "Page cannot be displayed" URL.  What could be the cause?
There are three known circumstances when this will apply:  The user has attempted to log in or register an expired certificate, the user has canceled out of the PIN entry window for their CAC, or the user has logged out of DISA Direct and attempted to log in using their CAC without closing the browser.  To rectify this problem, close the existing browser window and open a new window; this will clear the cache and enable the user to continue.
Note:  To verify the expiration on your certificate using IE, select your certificate from the Client Authentication window, highlight the correct certificate, and click "View Certificate."  The certificate validity dates will be displayed at the bottom of the “General” tab.  Your CAC also displays the expiration date in the bottom right corner on the face of the card.  If you determine your card is valid, but are having trouble accessing DISA Direct, please contact the DISA Direct Team (618) 229-8971/8804, DSN 779.
I see an error page indicating that an error has occurred with my CAC log in.  What does this mean?
This is likely due to an unavailable resource on DISA Direct.  If the problem persists, please contact the DISA Direct Team (618) 229-8971/8804, DSN 779.
After placing my CAC in the reader, I get the following message:  You have three (3) attempts to correctly enter your Personal Identification Number for your CAC.  Why am I receiving this message?
After the third consecutive attempt, your CAC is locked and you will not have access to your PKI certificates.  You may have your CAC unlocked at a CAC PIN Reset (CPR) workstation.  DISA Direct Team (618) 229-8971/8804, DSN 779.
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